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Abstract

e-Health is an emerging field in the intersection of medical informatics, public
health and business, referring to health services and information delivered or
enhanced through the internet and related technologies. Mobile agent technology is
suitable for the e-Health system to get the medical tips from the doctors or other
medical information. The proposed model of this paper uses the advanced mobile
agent technology for the distributed e-Health model is Free-Roaming Mobile Agent.
It will roam around the network to collect medical information and suggestions. In
addition this paper provides protocol to protect the security for the information

collected by the FRoMA.

Introduction

e-Health is the new general “buzzword” used to
characterize not only “Internet medicine”, but also
virtually everything related to computers, medicine
and health care. e-Health is useful for physicians
and patients through online sources and enabling
information exchange and communication in a
standardized way between health care establish-
ments with minimal delay. Mobile agent based e-
Health model is more effective than the direct link
method because it avoids network traffic. Mobile
agent is a software program, which moves from
one system (sender) to another system (remote
host) to collect the information on behalf of its
sender and return back to the sender with the
collected information. Physicians, patients or
consumers in the e-Health model forward their
agent in the network to collect information they
require from the relevant server without direct
interaction. Mobile Agent will get degrades in its
performance when the information available in a
large number of servers. Because if we want to
collect the information from more than one server
then the mobile agent moves to the first remote
server, collects the desired information and returns
to the sender. Next time the sender again
forwards the agent to the another remote server

and back to the sender with the information. This
will continue until all the information is collected by
the mobile agent from all the remote servers. For
this reason, we incorporate the FROMA model[1]
for the distributed e-Health model.

Free-roaming mobile agent is also the same
software program to roam around the network to
collect information. It moves from one host to
another host continuously without returning to the
owner each time like the ordinary mobile agent.
The movement of the agent to the next host is
decided by the remote host where the agent is
currently residing. Decision is depends on the
requirements and current conditions. In this paper
we propose this type of free roaming mobile agent
for the distributed e-Health model.

This paper is discussed as follows. In segment 2,
we discuss the previous works in this environment.
In segment 3, we specify the notations. In
segment 4, we show the architecture of the FROMA
based model for the e-Health service. In segment
5, we analyze the performance of the ordinary and
Free Roaming Mobile agent and in the segment 6
and 7 the security threats and the protections
protocols for the FROMA will be discussed,
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segment 8 gives the experimental result and at
finally in the segment 9, we conclude discussion of
our model.

2.Previous Work

In reference paper[5], they proposed the security
for the e-Health information which is carried out by
mobile devices and passed to the medical server
through mobile communicators. They concentrate
on the issues of threats to confidentiality, threats
to integrity and threats to authenticity. Security
protection is provided in all the layers of the
protocol. The information about the patient are
periodically sent to the medical server.

The author of paper[6] provides an analysis of the
reduction of medical expenditure through e-Health
systems. Medical information is categorized as per
patient visits to the hospital. It is based on type of
diseases and medicine.

In paper[7], author provides a model for the
mobile e-Health services. The proposed idea of
the authors of [5] is also the same but with a
different methodology.

3. Notations
The Notations used in this paper are represented
in the following table

Table 1.Notations

Notations Description

S Server

Li List of servers to visit

R Requirements

So= Sn+1 Originator or Creator or Owner.

0p Offer from SO to identify the agent instance on
return.

0i Offer from Si.

Pbi , Pri Public and Private key of the host Si.

tPbi, tPri Temporary Public and Private key of the host
Si.

EncPbi(m) Message m is encrypted with the public key
Pbi of Si.

SigPri(m) Signature of Si on message m with its private
key Pri.

H(m) Hash function.

Oi, Encapsulated offer.

1<=i<=n

Ci, Cryptographically encrypted offer of Si.

1<=i<=n

t01 Time taken to travel from Server SO to S1

Pi Processing time of the Server i. It also includes
all the time taken for the security issue

Tt Total time spent for each server

4.FRoMA based Model for e-Health
Environment

Authors in the reference list cited about use the
mobile e-Health model. Information is transferred
to the medical server from the remote place using
the mobile device. Here, we show the agent based
e-Health model, which reduces network traffic.
[5][8] It collects information about the patient
and stores it in medical servers.

Information is gathered from the servers by the
clients (physician or patient) for further processing.
Our model shows how to free roaming mobile
agent gathers information from the various
servers. Information may be consultancy or
patient details. Information may be available in a
number of servers or the client needs the informa-
tion from various remote servers. We propose the
model for collecting information from various
remote medical servers on behalf of the client.

FRoOMA based e-Health model is shown in the
Figure 1, with four servers and directory. Here,
the patient or doctor forwards its mobile agent to
collect health tips or patient information from
various servers. Agent will first visit the directory
or registry for the availability of servers having the
related information. Information collected from all
the servers collectively is called “full result”.
Information from a single server is “partial result”.
Where S;, S,....Ss are the servers (medical servers)
consist of medical information. The role of each in
the e-Health environment by using free roaming
mobile agent are as follows:

Patient or physician S,: Physician who needs
information should forward the free roaming
mobile agent with the requirements to the
Directory to collect the list of servers.

Directory D: It receives the agent and gets the
requirements from the agent of the physician.
Then processes the requirements and provides the
list of servers to the agent for which they visit.

So: Receives the agent with the list of servers
from the directory and makes a copy of the list for
the future and forward the agents with the
requirements and list to the next server, which is
nearer to them.

Medical Server S;: Receives the agent and its
requirements then processes the requirements and
provides the information relevant to the require-
ments. After that, it checks the list and forwards

15



eHEALTH INTERNATIONAL JOURNAL

Inaugurating Free-Roaming Mobile Agent Based Secured e-Health Model

the agent to the next server S, with the list and
information. This process is followed all other
remote servers.

FROMA: The function of the FROMA is to only
carry the information provided by the various
servers.

The functions of the e-Health environment
depicted in figure.1 are
1: S0—D: Agent from client(physician or pa-
tient) to Directory D with some authentication
id and requirements (id, R)

Agent at S,
Receive Li, R
Computer Offer o,
Decide next host S,

Sl—)SZ: 01, Ll,

Agent at S
Receive oy, Li, R
Computer Offer o,

Decide next host S3

2: D—>S;: Li, R

3: Sp—Si: Li,R S,—Ss: 0y, 0y, Li, R™" "'\,\

4: S5;-S;: 01, Ll, R s

5: S,—Ss. 04, 0y, Li, R Agent at S5 <« -7

6: S3—S4: 04, 05, 03, Li, R Receive 0;, 0,, 03, 04, Li, R

7: S4—Ss: 01, 05, 03, 04, Li, R

8: S5—So: 01, Oy, O3, O4, Os, Ll, R CompLIter Offer Os

Decide next host SO (all hosts are visited

The transaction 8 represents that the free roaming by the agent, so the host S5 decided to for-
agent is returning to the home after collecting all ward the agent to the sender, creator or
the medical information from the various servers. owner).

After receiving the agent, patient or physician, it
gets the information and make use of it.

Functions of the Remote servers in the distributed
e-Health environments are as follows

SS_)SO 101, 02 IO3IO4IOSILiIR

~

»
P

-

5 .

6
Ss

5

Ss

Figure.1 FRoMA based Architecture for E-Health Environment
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5.Performance between ordinary mobile agent
and FRoMA

The performance among the two is represented in
the following table for the three servers. Here the
time taken to collect the list of servers from the
directory is not included because it is common for
both the ordinary mobile agent the FROMA model.

Table.2 Performance

Agent S, S, Ss3 Total time
from SO
Ordinary | Tti=tg;+ | Tt= Ttz=tes+ | 3
Mobile | Py+tiy | tor+Py | Ps+ty | ZTt
Agent +to o
FRoMA Tt1 =t12+ Tt2= Tt3=t30+ 3

P1 T23+P P3 Z;I—ti'i' T01

i=
2

Performance given in the table between the
ordinary mobile agent and the free roaming mobile
agent differs by a ratio of 3:2

6.Security issues in the FRoOMA based e-Health
model

The various security issues in the free roaming
mobile agent models are

e Unauthorized persons can access the
medical information from the servers.

e Information collected from one server can
be destroyed or altered by another server.

e Server providing medical information can
deny that this is not my offer.

e Medical information collected from the
server will be understandable by the oth-
ers.

e The visited server can be visited again and
again [4].

e Fake malicious information can be inserted
into the middle of the collected offers [8].

e More than one server can collude with one
another and destroy the collected offer or
alter the data [1]:.

7.Protection Models
Protection for the above security issues can be
provided by the following mechanism.

e Authentication: Unauthorized access
can be avoided by giving the personal
identification information to the patient or
physician to collect the information from
the medical servers. The client should
contact the directory with the personal

identification and requirements. The di-
rectory should check the ID with the data-
base and provide the requirements(list of
servers) if they are valid users.

o Data Confidentiality: Information col-
lected from the servers is encrypted with
the public key of the owner of the agent.
Only the owner of the free roaming mobile
agent can decrypt the information with
their private key.

o Data Integrity: It is impossible for an
attacker to modify or replace any offer be-
cause of the hash function used.

¢ Non Repudiation: Each pieace of infor-
mation must have to signed by the corre-
sponding server. So, the server cannot
deny its information after the client re-
ceives the information.

e Insertion Defense: No information can
be inserted in the middle by malicious
server because the identities will repeat
more than once in the chain [1].

e Colluded Attacks & Revisiting Attack:
These are protected by the identity check-
ing model.

An algorithm providing the protection model is
represented below. Server Si receives the agent
from the previous server Si-1 and verify the offers
identification. After that it will generate its data
and forward the next server S;,;

Si . Receive OO, ol, s OZ, , Ogy Oi-l, thi-l
Recover Ci.; ,h,'.1 by tPb; ;

Recover Gy, hy by Pb,

Ver(: Sigtpri-_?(si-Z/ tPb;.4),SiGtpri-ASi-1,tPbi-3),
SiGsri-1(Si, tPbi.2), tPbiy ,1o) )
recover Si»,Si1, S

Ver( Sigp-ASa), SigiprdS1),Sigpri(S2 ,tPby),
tPb; ,rp) ) recover Sp,5; S
Ver(Sigpro(So), Sigepro(S1),tPbo)recoverSy ,Sg

It receives the computer offer, recovers the
identities and compares the last two and first two
identities. If both are same, the host decides no
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attack on the data. Otherwise, an attack is
identified and then the host sends the agent to its
home.

It will match from Qg to O, for reliability of the
chain. After the verification process, the host Si
generates its offer, makes the hash function and
forwards the agent to its next host S;,;.

Generate offer o
Compute G= EnCppi Sigp{0), pb)
Generate tPr; ,tPb;
Decide next host S ;
by = H(SiGpri-ASi-1 ,tPbr-3), SiGpri-«(Si ,tPbi-2),
SigipiSivs, tPb1-1), tPD;)
O; = Sigpi(C, hy)

Si—>Siv1: Og, 01, 05, O3, ... O; tPDy

The owner of the agent (patient or physician) will
decrypt and check the signature of all the medical
information server (may be physician) and they
can use the information.

8.Experimental Result

The proposed model is implemented using the IBM
Aglet server using Java. It is tested in our labora-
tory (LAN) with the bandwidth of 50mbps

connected with 100 machines, where all machines
are sharing the data with one another. We have
shown the result in Figure.2

Client sent the free roaming mobile agent to the e-
learning environment to gather information from
the 4 medical servers. Figure 2 shows the
migration time of the agent from one host to
another host in gray color and the computation
time of the each server is in black color.

Value darken in the client is the time taken by the
machine to give the collected original information
after decrypting and checking the signature.
Computation time includes the offer generating
time, next server selection time, cryptology time
and verification time. Values in the Figure 2 are in
milliseconds.

9.Conclusion

Nowadays e-Health model is emerging to improve
e-service and well being of all people. Mobile agent
is preferred for the e-Health model to collect the
medicinal information with out network traffic.

Free roaming mobile agent visits the remote
servers, which are nearer to the current server. By
this we can reduce the time to collect the informa-
tion with the full security through our protocol.

140 453
Directory Server 1
16422
16985
Alice Server 2
250
313 500 Server 3
516
Total time:116735 ms Server 4
578
Performance of FRoMA to collect information from 4 Servers
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Patient or physician can get qualified consultation
or idea from other physicians using thismodel. Our
model should improve e-Health services to the
medical community.
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