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Abstract

This paper analyzes telemedicine, the application of distant computer-mediated
communication technologies in healthcare, and its permeability and susceptibility to
cyberterrorist attacks. Although telemedicine has the ability to transcend
geographical boundaries to escape the constraints of temporal boundaries, to lower
financial costs in medical care exchange and delivery, to boost patient comfort,
satisfaction, and security, and to digitize health communication and relevant
information via web-based services, telemedicine is also dangerously vulnerable, as
it is open and exposed to devious, computer-savvy individuals waging attacks via
computer technologies. Those individuals are also known as cyberterrorists. Their
main objective is to alter information and impede normal communication channels
in this vital health communication context. This could have a detrimental effect on

an entire community.

Introduction

This paper describes the potential of electronic
threats in telemedicine, (i.e., Matusitz, 2008).
After describing briefly past and current tele-
medicine applications, we discuss the unique
needs, problems, opportunities, and resources
relative to telemedicine services. Although
telemedicine has the ability to transcend geo-
graphic boundaries, lower financial costs in
medical care, boost patient comfort, satisfac-
tion, and security, and digitize health commu-
nication and relevant information via web-
based services, it is also vulnerable to elec-
tronic breaches by individuals known as cy-
berterrorists. Their main tactic is to alter in-
formation and impede normal communication
channels in this vital health service. When it
happens, it has detrimental effects on the pa-
tients and their providers. While Matusitz and
Breen (2007a, 2007b) identify a variety of
challenges that endanger the advancement and
success of telemedicine, this analysis focuses
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on a new threat that demonstrates tele-
medicine’s vulnerability to cyberterrorism.

One section is devoted to explaining how cy-
berterrorists may prey on telemedicine, par-
ticularly e-health, in order to do their misdeeds
against a computerized global healthcare de-
livery and exchange system. The paper con-
cludes with suggestions on how specialists in
the area of counter-cyberterrorism can combat
this problem so that this vital healthcare net-
work can remain intact and free from disrup-
tion. Ultimately, we should be prepared to deal
with this form for terrorism and be cognizant
of strategies to counteract the problem once it
occurs.

Cyberterrorism

One of the first analyses of cyberterrorism in
medicine and medical settings was published
in 2003 by Clem, Galwankar, and Buck. Their
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analysis focused on the health effects of cy-
berterrorism on individuals (i.e., cyberterrorists
could kill a hospital patient by changing the
liquid dosage [being administered to the pa-
tient] after delving through the hospital com-
puter network). Yet, their analysis was also
limited for two reasons: first, it only concen-
trated on the health implications of hacking
attacks if these were perpetrated against hospi-
tals; second, it did not focus on telemedicine.
For these reasons, we wish to bring fresh in-
sight into these issues. Before a discussion of
the potential for cyberterrorism in telemedi-
cine, we provide an overview of the definition
of telemedicine. This may explain how these
technologies that comprise telemedicine are
susceptible to intrusion by cyberterrorists.

In line with descriptions provided by promi-
nent scholars in the computer-mediated com-
munication (CMC) field (Walther, 1996; 1997,
Walther, Gay, & Hancock, 2005), telemedicine
is the employment of advanced and CMC
technologies, within the context of clinical
care. It delivers care over long distances
(Doolittle et al., 2005). It facilitates the deliv-
ery of healthcare to benefit patients suffering
from with serious conditions or diseases (Cer-
mack, 2006; Matusitz & Breen, 2007a, 2007b).
The technology ranges from the telephone to
state-of-the-art equipment that allows physi-
cians, nurses, and other allied health profes-
sionals to provide healthcare at a distance
(Breen & Matusitz, 2007; Mort, May, & Wil-
liams, 2003; Turner, Thomas, & Reinsch,
2004).

Telemedicine is used not only in multiple
medical contexts, but also to speed up commu-
nication between medical practitioners and
their patients. It functions between locations of
clinical practice in an effort to successfully
provide relief and/or education for practitio-
ners carrying out a variety of medical proce-
dures (Matusitz & Breen, 2007a, 2007b). The
diversity of applications for telemedicine com-
prises patient care (Doolittle et al., 2005), re-
search, training, administration, and public
health to diagnose pathologies (Conrad, 1998),
transmit health information (Wootton, 2001),
examine x-rays, provide services (Dickens &
Cook, 2006), and train health professionals
(Breen & Matusitz, 2007).
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The scope of telemedicine has rapidly broad-
ened to include several types of services. This
includes use of telemedicine by specialist re-
ferral services, where general practitioners may
receive assistance from specialists in rendering
a diagnosis. Patients may use a live, remote
consultation, or the transmission of diagnostic
images and/or video conferences along with
patient data to “see” a specialist (American
Telemedicine Association [ATA], 2006).
Telemedicine can also be used to monitor re-
mote patients. Telemonitoring devices collect
data, such as blood glucose or heart ECG from
homebound patients, and send the data to a
monitoring station (ATA, 20006).

Because we are in an era where we depend on
personal computers and access to the Internet,
telemedicine now utilizes and even includes
Internet-based services. Web-based services
are known as one form of e-health. E-health
refers to not only the use of distant communi-
cation technologies in the healthcare context,
but, also, as Eysenbach (2001) explains it, to
the use of advanced information and commu-
nication technologies (i.e., the Internet) to meet
the needs of citizens, patients, healthcare prac-
titioners and professionals, as well as policy
makers. While the telephone is part of tele-
medicine, it is not part of e-health. In other
words, e-health focuses more on advanced
information and communication technologies.

The Advent of Telemedicine: Its First Ap-
plications

Examining the history of telemedicine is also a
crucial area to cover for the purpose of under-
standing how and why the practice started and
initially developed. By looking at this history
of telemedicine through this lens, it becomes
clear how the increased computer-mediated
communication and technological aspects of
telemedicine have given rise to the ability for
cyberterrorists to penetrate this delicate and
important resource commonly used in society.

The origin of telemedicine, can be informally
traced back to when electronic devices were
initially brought forth to the general popula-
tion. From 1900 until now, the employment of
radio, telegraphy, telephony, television, and
other forms of wireless technology have as-
sisted in the physician-patient communication
process (Matusitz & Breen, 2007a).
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Telemedicine continued to advance over time.
Improvements of telemedicine were later ap-
plied in rural medicine context in the early
1970s through the Space Technology Applied
to Rural Papago Advanced Health Care
(STARPAHC) program, as well as distant
areas (Turner, Thomas, & Reinsch, 2004),
medically under served, remote locations
where care and technology were lacking, and
slowly developing and Third World countries
(Whitten, Davenport Sypher, & Patterson,
2000). As time progressed, and as technologi-
cal and medical intelligence and sophistication
advanced rapidly, telemedicine became more
common in the 1980s when costs decreased
and quality improved. These technologies con-
tinue to improve based on the continual efforts
to enhance the efficiency and accuracy of data
transmission.

An Introduction to Cyberterrorism: A Viral
Method to Infect Telemedicine Systems
Based on strategies and approaches used by the
perpetrators, telemedicine technologies are
vulnerable to the cyberterrorists who seek ma-
liciously to alter telemedicine resources. Cy-
berterrorism can damage telemedicine systems
and affect an entire community.

Cyberterrorism is considered a type of terror-
ism that aims at attacking and damaging com-
puters, computer networks and data (Matusitz,
2005, 2008; Matusitz & O’Hair, in press),
information technologies, and the Internet as a
whole. Cyberterrorism was coined and given
official reference in the 1980s (Alexander &
Swetnam, 2001). Cyberterrorism attacks have
always been characterized as significant, com-
puter-based strikes on individual computers,
institutions, or even governments (Dunnigan,
2002).

Cyberterrorism attacks can be premeditated,
politically driven, committed by small bands of
people, and/or intended to bring notice to a
cause (Arquilla & Ronfeldt, 2001). In addition,
by analyzing the likely rise of cyberterrorism,
Denning (2001) contends that for terrorists to
view attacks against computer networks as
effective weapons, the strikes should be de-
structive or chaotic enough to produce public
fear tantamount to those achieved from physi-
cal acts of terrorism. Denning (2001) goes on
to point out that cyberterrorist strikes that ren-
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der mass casualties or bodily harm might be-
come primary aspirations of cyberterrorists.

Cyberterrorism attacks also come in many
shapes and forms. First, a typical cyberterrorist
action could involve the destruction of the
physical machinery through computer manipu-
lation (Kopelev, 2000; Matusitz, 2005, 2008).
Second, causing interference with information
technology, government computer networks, or
critical civilian systems such as financial net-
works or mass media are also usual acts of
cyberterrorism. E-health can be one of these
network systems invaded. Third, using com-
puter networks to usurp control over systems
that guide traffic lights, power plants, or dams,
stealing classified files, as well as to recon-
struct the content of Web pages (medical con-
tent on e-health sites), spread false informa-
tion, subvert government or organizational
missions, delete data, or threaten to disclose
secret information or system weaknesses
unless a ransom or political allowance is made
are general instances of cyberterrorism (Con-
way, 2002; Matusitz & O’Hair, in press).

Waging successful cyberterrorist attacks is not
an easy task. It requires pinpointing the vulner-
able entry points to computer security systems
and attacking them by using, computer viruses.
(Matusitz, 2005; Matusitz & O’Hair, in press).
Clearly, usual outcomes of cyberterrorism
include damage to businesses and the usual
flow of information. At the macro-level, wide-
spread public fear and a powerful influence on
politicians, military, and other authoritative
decisions are typical aims and results of cy-
berterrorism acts (Pineiro, 2004). With respect
to e-health, fear may develop from seek in
medical guidance and information online, fear
of obtaining incorrect or deceptive advice,
potentially leading to injury or death.

Cyberterrorism can target and usurp a wide
array computer systems (and networks) that the
cyberterrorists’ ability to tap into nearly data-
base or control system can be devastating and
unpredictable. Hence, the next section provides
identities and assessments of the types of cy-
berterrorist threats in order to give the reader a
clearer understanding of their information and
potential for disruption.
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A Significant Challenge to the Development
of E-Health: Cyberterrorism

Despite the promise of health communication
from e-health, it also raises questions that ob-
struct or threaten its growth and implementa-
tion. Of course, there are other challenges to
the advancement and success of telemedicine,
including, (1) licensing and legal issues; (2)
patient privacy; (3) resistance from health in-
surance carries; and (4) limited knowledge and
expertise in telemedicine.

Often we hear of web sites being harmed by
hackers, and government or political web
pages manipulated or altered by cyberterror-
ists. Most companies today not only use tradi-
tional, paper-based catalogues, and postal mail
to provide, exchange, and deliver information,
but also the Internet to display and exchange
information. This is simply the way society
and the corporate and general business world
are developing in their marketing, advertising,
and sales methods. With healthcare services
being one such market that heavily uses the
Internet as its communication channel and
delivery system, e-health is just as vulnerable
and equally susceptible to attacks by cyberter-
rorists.

There are several key e-health companies that
have been identified as the most visited, used,
and relied upon for healthcare consumers who
have access to the sites. These include sites
such as WebMD.com, Medlineplus.gov, Med-
scape.com, and Mentalhelp.net, among others.
Given the delicate nature of healthcare infor-
mation, cyberrterrorists could create massive
damage by penetrating into these systems and
altering them in ways they [cyberterrorists]
deem to be the most devastating.

In light of the recent increases of "cyberiza-
tion" of health (Matusitz & Breen, 2007b;
Rusovick & Warner, 1998) and convergence to
online healthcare information, medical institu-
tions and companies have created web-based
databases and search engines containing an
abundance of healthcare information, with
practically an endless range of documentation.

Because there is a clear rise in the usage of
online sites for medical or healthcare reasons,
cyberterrorists can become aware of this fact
and selectively choose the maximal target for
devastation. The transmission of sensitive
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medical data, especially through web-based
channels, leaves patients at risk for a cyber
attack. Already, there have been several cases
of hackers infiltrating patient data systems at
hospitals. One such case, at the University of
Washington Medical Center, involved a hacker
gaining access to 5,000 patient files (Songini,
2000). Using the Internet, the hacker was able
to download patient names, conditions, home
addresses, and Social Security numbers
(O’Harrow, 2000).

Discussion

This paper focuses on a potentially significant
threat to telemedicine and particularly e-health.
Telemedicine has faced evolutionary hurdles
and impediments, but the types of menace
achievable by cyberterrorists is in a league of
its own, a way to misinform, misguide, and
ultimately harm consumers who may fre-
quently depend upon healthcare information.

Due to the rise of cyberterrorism, it is crucial
for health communication, computer-mediated
communication, terrorism and cyberterrorism,
and general communication scholars to explore
the potential vulnerability of telemedicine ser-
vices (particularly those on the Internet) as
targets for terrorism and mischief. To confirm
the clear and strong connection and relevance
of telemedicine as a field and system is to the
discipline of communication, thereby justify-
ing and warranting such an analysis in a fash-
ion oriented toward communication research-
ers, scholars, and practitioners, (Matusitz &
Breen, 2007a; Mort, May, & Williams, 2003;
Turner, Thomas, & Reinsch, 2004; Walther,
Gay, & Hancock, 2005).

Pernicious hackers have already been known
electronically to alter and mutilate Internet
sites, including web sites health information
(see Conway, 2002; Verton, 2003). Other past
cases that may show a growing reason for po-
tential plots may include, ex-patients who are
angry with certain doctors. Some irate have
been known to send harassing and intimidating
messages to their providers (Lion & Herschler,
1998).
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Another major concern lies in the deficiency of
qualified or unprepared support personnel to
monitor these web sites, check and install the
latest anti-virus software, maintain existing
hardware continuously to prevent a threat that
could occur at any time. Due to these general
and complicated flaws in web system support,
higher levels of virus and worm infections of
electronic patient data may result (Rigby,
2002). In sum, telemedicine services such as
the ones listed above are susceptible to such
attacks. Thus, protective measures should be
developed and implemented in order to prevent
such problems.

As both healthcare providers and recipients,
we are in a position to appreciate the benefits
of telemedicine, but also be aware of the risk
and threats, that may be encountered.
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